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The Health Insurance Portability and
Accountability Act (HIPAA) was con-
ceived as an aid in information-sharing
as well as protection for the patient’s
confidential medical history. Congress
passed the initial law in 1996 (Kennedy-
Kasse-baum Act, Public Law 104-191,
21 August 1996) to provide better access
to health insurance and to toughen the
law concerning healthcare billing fraud.
It was the initial phase of the Clinton
administration’s Health Care Reform
Program and has far-reaching implica-
tions. Within this act are the corollary
sections concerning administrative sim-
plification and healthcare information
privacy that have far-reaching implica-
tions not only for healthcare providers
but also for information collected and
used in support of product safety and
effectiveness.

Implementation of the act has required
rulemaking by HHS on nine elements.
The standards have been designated for
electronic storage (final rule published i in
the Federal Register on 17 August 2000)"
and sharing to assure uniformity across
platforms, as well as to define security
standards that protect the confidentiality
and integrity of individually identifiable
health information past, present and fu-
ture (final rule published in the Federal
Register on 28 December 2000) Other
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Its Uses and Requirements for Clinical Trials

Implications for Sponsors, Clinical Trial Study Sites, IRBs and Informed Consent

elements of HIPAA, such as National
Provider Identifier, National Employer
Identifier and security, have been drafted
but not finalized. Elements that have not
had notice of proposed rule making in-
clude National Health Plan Identifier,
claims attachments, enforcement and
first report of injury. The National Indi-
vidual Identifier standards rule-making
requirement has been withdrawn by the
Department of Health and Human Serv-
ices.

The act requires unique health identi-
fiers for individuals, employers, health
plans and healthcare providers. These
identifiers will be used by Medicare and
Medicaid and may be assigned via a fed-
eral agency. At this time, the identifiers
are likely to be the Tax ID number or
Social Security number.

The main issue for RAPS members is
to be aware of the implications for clini-
cal trials and data mining of patient data-
bases. Patients own their data and have
been given more oversight of the use of
their information. In addition to the ex-
isting requirements with respect to in-
formed consent, conflicts of interest and
Institutional Review Board oversight,
HIPAA will require oversight by IRBs or
privacy boards, de-identification of data
and patient authorization of the use of
their data. The privacy final rule becomes
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By Gretchen Murray, PhD, RAC

effective 14 April 2003. It is now time to
put a task force in place in your organi-
zation to plan for compliance with these
new rules.

The information that needs to be com-
municated within each drug and device
company is that this is a new era that
includes more government regulatory
oversight. Many organizations recom-
mend planning now for the implementa-
tion of required infrastructure to ensure
timely compliance. Task forces similar to
those developed for Y2K may provide the
necessary plan development and imple-
mentation across company-wide plat-
forms.

The elements for informed consent
that are to be commumcated in plain lan-
guage are found in Table 1}

For clinical trials, the consent forms
need to contain wording that addresses
privacy issues. The health information
that is collected as part of a clinical trial
may be restricted by the patient after the
initial consent has been given. The re-
searcher may find other uses for the labo-
ratory test specimens and should make
sure that these are included in the con-
senting process at the outset.

For uses and disclosures for research
purposes, either Institutional Review
Board review or review by a privacy
board may use or disclose protected
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We hope this newsletter includes in-
formation that you can use. Our goal is
to periodically publish articles, written by
quality professionals, that are timely and
informative to the companies in our mar-
ketplace. Of course, along the way, we
also hope to reinforce our image as a

Message from

GMP Labeling

Businesses regulated by the FDA
and/or are I1ISO 9000 registered will
find GMP Labeling products helpful in
maintaining compliance. More than
5000 facilities in the U.S., Canada and
Europe use GMP Labeling products
on a daily basis.

valuable resource to our customers.

health information for research regard-
less of the funding source.* This re-
view—after approval of the research
plan—is provided to the covered institu-
tion allowing alteration to or waiver, in
whole or in part, of the individual
authorization required by Section
164.508 for use or disclosure of protected
health information. Privacy boards have
members with varying backgrounds and
appropriate professional competency to
review the effect of the research protocol
on 1nd1v1dua1 privacy rights and related
interests.” This board must include at
least one member who is not affiliated
with the covered entity (institution) nor
with the sponsor or researcher perform-
ing the research and who is not related to
such entities and does not have any con-
flict of interest with the project.

In order to waive consent when infor-
mation is used for research purposes, the
IRB or privacy board must prepare a
waiver or alteration statement. The state-
ment may be on letterhead or other ma-
terial that identifies the board, must bear
the date of the authorization and must
include a number of elements:®

= Privacy risks are reasonable in rela-
tion to the anticipated benefits of any
individuals and the importance of the
knowledge that may result from the
research;

Adequate plans to protect the identifi-
ers from improper use and disclosure;

Adequate plans to destroy the identifi-
ers at the earliest opportunity consis-
tent with the conduct of the research
unless there is a requirement for reten-
= Waiver will not adversely affect the tion by law; and

privacy rights and welfare of the indi- = Adequate written assurances that the
viduals; protected health information will not
be reused or disclosed to any other
person or entity, except as required
by law.

= Use or disclosure of the information
involves no more than minimal risk
to the individuals;

= Research can not be conducted expe-
ditiously without the waiver;

= Research can not be conducted expe-
ditiously without access to and use of
the protected health information;

Other requirements for the waiver in-
clude a brief description of the protected

Table 1: Defined Elements for Informed Consent

45 CFR Citation Defined Element
§164.508 (c) (i) Description of the information that is to be disclosed and what is identifiable about it.
§164.508 (c) (i) Identification of the person(s) or class of persons authorized to make the requested use or disclosure.
§164.508 (c) (iii) Identification of the person(s) or class of persons who will receive this information.
§164.508 (c) (iv) An expiration date related either to the individual or to the purpose of the use/disclosure.
©(

A statement that the individual has the right to revoke the permission in writing, instructions as to how to

revoke as well as the exemptions to the right to revoke.

§164.508 (c) (vi) A statement that the information disclosed may be redisclosed by the recipient, at which time the information
is no longer protected by this rule.

§164.508 (c) (vii) Designated space for individual's signature and date.

§164.508 (c) (viii) If signed by personal representative, description of the authority for this authorization.

§164.508 (d) (1) (i) A statement that there will not be any conditional treatment, payment or eligibility for benefits.

§164.508 (d) (1) (i) A description of each purpose for the information disclosure.

§164.508 (d) (1) (i) A statement that the individual may inspect the protected information and refuse to sign the authorization.

§164.508 (d) (1) (iv) If there is to be payment to the treatment provider from an outside party, a statement that payment will occur.

§164.508 (d) (2) A statement and action that the healthcare provider provides a copy of the signed authorization to the

individual.

§164.508 (1) (1) (ii) (A)

When participating in research that includes health treatment, a description of the extent that the health

information will be used to carry out treatment, payment or healthcare operations.

§164.508 (f) (1) (ii) (B)
§164.508 (f) (2) (i) and (i)

A description of any health information that will not be disclosed, except when required by law.
(Optional to be included in the institution’s informed consent) A consent to participate in the research,

consent to use or disclose protected health information to carry out treatment, payment or healthcare

operations.

§164.508 (1) (2) (i

(Optional procedure) A notice of the institution’s privacy practices.



health information for which use or ac-
cess has been determined to be necessary,
a statement of the review procedure(s)
used for the research study and that the
statement is signed by the chair or other
member, as designated by the chair.

In addition, reviews in preparation for
research may be conducted without
board approval or waiver if the institution
obtains representations from the re-
searcher that use and/or disclosure is
only to review protected health informa-
tion as necessary to prepare a research
protocol or for similar purposes in prepa-
ration for research. In addition, the re-
searchers must affirm that no information
may be removed from the institution by
the researcher in the course of the review
and that the health information is neces-
sary for the research purposes.

Sharing of health information
There are instances allowed by this

rule in which health information may be
shared without consent, authorization or
opportunity to agree or object. These in-
stances include use by a public health
authority that is authorized by law to
collect or receive such information for
the purpose of preventing or controlling
disease, injury or disability. This includes
the reporting of disease, injury, vital
events such as birth or death, and the
conduct of public health surveillance,
public health investigations, and public
health interventions.” Also covered are
instances of public health authority or
other appropriate government entity
authorized by law to receive reports of
child abuse or neglect. FDA personnel
are allowed access without consent to:

1. Report adverse events (or similar re-
ports with respect to food or dietary
supplements), product defects or
problems (including problems with
the use or labeling of a product);

2. Track products if directed by FDA
to do so;

3. Enable product recalls, repairs or
replacement (including locating and
notifying individuals who received
products involved in product recalls,
withdrawals or other problems; or

4. Conduct post-marketing surveil-
lance in accordance with FDA
regulations.

De-identification

De-identification processes are de-
fined in this privacy rule.® De-identifica-
tion may occur when a qualified person
applies appropriate generally accepted
statistical and scientific principles to de-
termine that the risk is very small that

there will be disclosure. Documentation
of the methods and results of the analysis
of the de-identification process is re-
quired. Otherwise the following identifi-
ers are removed:

= Names

= All address specifics other than state
= Telephone numbers

= Fax numbers

= Certificate/license numbers

= Web Universal Resource Locators
((URLs)

= Any dates within the record, included
but not limited to birth date, admis-
sion date, discharge date, death date
or age

= Electronic mail addresses

= Health plan beneficiary numbers

= Vehicle identifiers

= Internet Protocol (IP) address numbers

= Any other unique identifying number,
characteristic or code

= Medical record numbers

= Social Security numbers

= Account numbers

= Device identifiers and serial numbers

= Biometric identifiers including finger
and voice prints

= Full face photographic images and
any comparable images

The result is the institution does not
have any actual information to identify
an individual who is a subject of the
information. This leaves access to demo-
graphic information including race and
sex but not age.

Re-identification is addressed to allow
some record identification by using an
assigned code for record identification.’”
The code must not be derived from iden-
tifiers related to the individual and the
code is not used or disclosed for any other
purpose and does not disclose the mecha-
nism for re-identification.

Specification of access to protected
information

Upon implementation of the Privacy
Rule, an institution must specify those
persons or classes of persons in its work-
force who need access to protected health
information. It also must specify the cate-
gories of protected health information
appropriate to the class of information
needed and any conditions appropriate to
this access.'” Other elements that require
implementation include specification of
minimum necessary disclosures of pro-
tected health information. This includes
who is authorized to request this infor-

mation including public officials, work-
force members or business associates
who may be providing professional serv-
ices to the institution. After protected
health information is requested, the insti-
tution has the obligation to review the
request and limit access to the protected
health information to the elements re-
quired for the requester to complete
his/her purpose.10

Marketing revelations

Marketing revelations also are cov-
ered, with exemptions when face-to-face
communication takes place concerning
products or services of nominal value, or
when the institution communicates with
the individual and discloses it is the party
making the communication, whether
there is any remuneration to the institu-
tion for this communication, and how the
individual may opt out or receive further
communication. If the marketing infor-
mation is targeted to a particular group of
patients identified by their health status,
the institution must determine that the
information is beneficial to this group;
specify why this health status group is
targeted; and explain how the product or
service relates to the health of this
group."!

Disclosure of health information

Except for group healthcare plans and
prison inmates, individuals have the right
to adequate notice of the uses and disclo-
sures of their health information by the
institution. The institution must comply
with Section 164.520(b) for the elements
of the notice. The notice must incorpo-
rate plain language and specify which
information may be disclosed without
further consent and which information
requires further consent. The notice must
inform the individual that he or she may
revoke authorization and how to exercise
that right. Other statements to be in-
cluded in the notice are a requirement to
maintain the privacy of protected health
information; that the institution is re-
quired to comply with the terms of the
notice; that the institution may amend the
terms of its notice; and how it will pro-
vide individuals with the revised notice.'
The institution must provide a notice at
the time of first service delivery, whether
in person or electronically.

Requests for protected information

The individual may request protected
health information except for psycho-
therapy notes, information compiled for
a legal action or proceeding, and infor-
mation subject to the Clinical Laboratory
Improvements Amendments of 1998.



When information is to be given out, the
institution must act on the request within
30 days. The information must be pro-
vided within 30 days when stored on-site
or within 60 days when stored at a differ-
ent location.

Documentation of procedures
Documentation is required describing
the procedures specified above including
designation of personnel who are respon-
sible for the development and implemen-
tation of the policies and procedures of
the institution, designated personnel for
handling privacy complaints and person-
nel who are responsible for the account-
ing of the privacy requests. Training of
the institution’s personnel with regard to
privacy policies and procedures also
must be implemented and documented.
The institution must have policies for
mitigation of any harmful effect from the
use or disclosure of protected health in-
formation that is in violation of its poli-
cies and procedures. It also must refrain
from any intimidating or retaliatory acts
and may not require any individual to
waive his or her rights as a condition of
employment, payment, treatment or eli-
gibility for benefits. Documentation re-
tention is specified as six years from the

date of its creation or the date when it last
was in effect, whichever is later.

For most institutions, this rule will re-
quire a new subgroup within a depart-
ment that oversees the documentation of
the consents as well as the record-keep-
ing of the requests for disclosure of the
protected health information. Wording of
the consents may require an additional
up-front consultation with the institu-
tion’s legal counsel. The rule was to be-
come effective initially 26 February
2003, but the effective date has been post-
poned to 14 April 2003.

For those who wish to know more
about HIPAA, there is information re-
garding HIPAA on the Web in several
locations including:

www.aishealth.com

www.hipaadvisory.com

www.ama-a ssn. org

www.cap.org.

There also are training courses available.

Gretchen Murray is manager of regulatory
and clinical affairs at DAKO Corp., Car-
pinteria, CA. She has been a member of
RAPS since 1979 and RAC since 1994.
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This article was reprinted by permission
from the May 2002 issue of FOCUS, the
monthly magazine of the Regulatory Af-
fairs Professionals Society.
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