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Y2K —What Should You Do Now?
By Kitty Dodd

Although it is very late in the Y2K Readiness process, now
is the time to identify and prioritize your non-compliant
issues, and act to mitigate these risks. Using the Risk Man-
agement and Contingency Planning approaches presented
in this article will support this goal.

With the critical dates related to the your company deals with, e.g. utilities, Risk-prevention: Action taken to re-
Y 2K bug rapidly approaching, I'm sure airlines, freight forwarders, post office, duce the probability of a failure occur-
your organization has come along way payroll services, etc. And sadly, we ring (e.g., testing, system upgrading,
in establishing its own Year 2000 com- now realize that innumerable organiza- etc.). Express probability in percentage
pliance. Having addressed your own tions have either started their Y2K pro- of likelihood of occurrence (1— 100%).
products, you shifted your attention to grams extremely late or have not yet Risk-mitigation: Actions taken to re-
ensuring the Y2K compliance of all even started. duce the effect of failures (e.g., tempo-
your business partners. Whatever progress we make in ourrarily reducing activity levels or
With that shift, you became aware own Y2K conversion activities, the in- pusiness volume, changing operational
that the Y2K problem complexity is security level concerning what is to be processes, seeking a second source for
considerably greater than originally ex- completed will remain extremely high. a part; adding inventory from suppliers
pected. This complexity is primarily There is no way of eliminating this not Y2K compliant, etc.).
due to the number of interdependenciesinsecurity. What we can do with less A mitigation strategy is essential for
among products, processes, multiplethan 200 days before the Year 2000, isthe most critical products, suppliers,
sites (your own and those of your sup- to reduce the overall negative impact processes and IT infrastructure. It may
pliers), the IT infrastructure of your for our companies through Risk Man- also include organized shutdown of
company and these same systems foagement and Contingency Planning. critical processes and services by end
all other companies worldwide that of December 1999 and controlled,
phased power-up by early January
2000. Express probability in percent-
age of likelihood of occurrence,
(1-100%). This exercise will prioritize
the risks for your company.

Risk Management
Risk Management is executed by a [l Quantify the impact of each risk.
cross-functional Risk Management Suggested impact levels are:

Team comprising the Y2K Team and

the respective experts in the products,A' Risk will shut down production/

processes, suppliers, IT infrastructure, \Slv(ee\/eellngent for greater than two ﬁ\/l ;ﬁgggigﬂtﬁ?giﬁzt;ﬁgwﬁon e
etc. The objective of Risk Management B. Risk will negatively affect produc-  foll 9

is to identify and assess the major risks =" | ' neg A yl N p o ollowing page.

to the business. thﬂ/prOj(;Ct _Sﬁ edu eI ut ca;n ed

Suggested Risk Management steps ~ anage with some loss of prod-  After you have either prevented or miti-

are: uctivity and throughput. ~ gated all critical risks to your business
_ _ _ C. Systems do not meet Y2K readinessthat is possible, the next step is to de-
[] Identify and inventory all technical, criteria but activity can be per- velop your Y2K Contingency Plan. A
business, financial and legal risks as  formed manually with minimum good contingency plan is a comprehen-
well as their causes. Suggested com-  disruption to the company. sive document which guides the com-
pany-wide risk categories are: D. No effect on the company antici-  pany to give adequate emergency
_ Current Products pated. resdptonfstizI to perform inte_rirl:? opec:atio?
- Unreleased Products [J Define preventive and mitigating oqo O 'U1Y FECOVE! as quickly anc cos
— Internal IT Infrastructure measures: effectively as possible in the event ofan

unanticipated Y2K crisis.

Production Tools and Equipment
Facility issues
Suppliers/Service Providers.



Message from

GMP Labeling

We hope this newsletter includes informa-
tion that you can use. Our goal is to peri-
odically publish articles, written by quality
professionals, that are timely and informa-
tive to the companies in our marketplace. Of
course, along the way, we also hope to
reinforce our image as a valuable resource
to our customers.

Businesses regulated by the FDA and/or
are 1ISO 900 registered will find GMP Label-
ing products helpful in maintaining compli-
ance. More than 5000 facilities in the U.S.,
Canada and Europe use the GMP Labeling
System on a daily basis.

We have just published a new booklet,

titted “Internet Directory of Compliance
Resources.” It will save you countless hours
surfing the web, looking for sites with perti-
nent information for your business. More
than 500 websites were reviewed to select
the 78 sites profiled in the Directory. Each
of these sites is described and ranked. We
feel this is a useful, timely tool.

The 90-page Directory costs just $14.00,
including shipping. If you would like a copy,
fax us at 408-522-3212 or e-mail us at
sales@gmplabeling.com. Be sure to in-
clude your ship-to address, and either bill-to
address with your P.O. number, or your
credit card number.

Y2K — What should you do now?

_ Risk Assessment | Risk Assessment
Suggested Contingency Planning Year 2000 Risk Imnglét' Risk%lr(e)):/};tion Risk P?fet\%ntion
steps are: Categories A B,C,D or Risk or Risk
1. Describe the risk scenarios based Mitigation (%) Mitigation (%)

on realistic combinations of the
risks described in the risk analysis.

2. Develop a Y2K Crisis Management
Team composed of managers,
process experts and Y 2K officers.

3. Define the priority of mission criti-
cal processes and systems. Iden-
tify which can be deferred, for
how long, and the sequence in
which a recovery has to be per-
formed.

4. |dentify a strategy towards custom-
ers. Which customers will receive
preferred support — based on
what? What is the minimum ac-
ceptable service level to be estab-
lished? Are there special processes
and conditions for Y2K issues?

5. Describe the management of sup-
pliers; identify alternative suppli-
ers and service providers.
Develop agreements with suppli-
ers and service providers about
preferred and speedy supply.
Identify alternative means of trans-
portation for material and man-
power with regard to long
distance travel.

6. Set up a contingency detection
and communication approach to
activate the plansin a timely man-
ner that meets the needs of the
business. Consider setting up a
Call Center with Help Desk and
online services.

Current Products

Unreleased Products

Internal IT Infrastructure

Production Tools and Equipment

Facility Issues

Suppliers/Service Providers

7. Maintain documentation of pre-
paratory steps taken. Document

Kitty Dodd is Vice-President,

Regulatory Affairs & Quality Assurance, at

what has been done, backups,  Siemens Medical Systems, Concord, CA.
spare parts, tools, means of trans- Siemens manufactures and distributes

port and communications, agree- linear accelerator systems used in radia-

ments, workarounds, etc. tion therapy.



Risk Management in
Programmable Electronic Medical Devices

Part 1 of 2
By Gary Seeger

Incorporation of an appropriate and ef- process be produced to support theDevelopment Life Cycle

fective risk management program into safety of medical electrical equipment A Development Life Cycle must be

the design and development of pro-incorporating programmable elec- defined for the development of a pro-

grammable electronic medical devicestronic subsystems. The standard is ad-grammable electrical medical system.

has become mandatory for medical de-dressed to certification bodies, The Development Life Cycle for many

vice manufacturers wishing to market manufacturers, and writers of particu- companies is typically included in the

new software-driven devices in the lar standards. The standard covers re-formal design control procedures. As

European market. quirement specification; architecture; such, the Development Life Cycle is
Under the European CE approval detailed design and implementationin- divided into phases and tasks including

process for medical devices, software cluding software development; modifi- the following items:

programmable medical systems mustcation; verification and validation; and - A well defined input, output, and

now comply with the risk management marking and accompanying docu-  activity for each phase of the De-

requirements of IEC 601-1-4. IEC 601- ments. Aspects not covered by the velopment Life Cycle.

1-4 is a collateral safety standard thatstandard are hardware manufacturing; _ |ntegral processes for Risk Man-

complements the general safety stand-software replication; installation and ~ agement.

ard IEC 601-1 and requires that a proc- commissioning; operation and mainte- _ n5.umentation requirements.

ess be followed and that a record of thatnance; and decommissioning. _ Risk Management activities as ap-

propriate throughout the Develop-

In this newsletter issue, | cover the Inthe next newsletterissue, | willcover —ment Life Cycle.

more general IEC 601-1-4 require- the complementary requirements of Rjsk Management Process

ments for programmable medical sys- Personnel Qualification, Requirement The Risk Management Process used
tems including Documentation, the Specification, Architecture, Design and must contain the elements of Risk
Risk Management Plan, the Develop- Implementation, Verification, Valida- Analysis and Risk Control.

ment Life Cycle, and the Risk Manage-tion, Modification, Assessment, and Risk Analysis: Hazard identification

ment Process. FDA Congruence. must be carried out as defined in the
Risk Management Plan. Hazards must
Documentation Risk Management Plan be identified for all reasonably foresee-

able circumstances, including normal
use and incorrect use. Hazards include
those to patients, operators, service
personnel, bystanders, and the environ-
ment.

Initiating factors that are considered
include human factors, hardware
faults, software faults, integration er-
rors, and environmental conditions.
Hazard identification methods (fault

Documents produced under this stand- A manufacturer must prepare a Risk
ard are referred to as the Risk Manage- Management Plan. The Risk Manage-
ment File and are maintained as quality ment Plan for many companies is typi-
records in accordance with 6.3 of ISO cally included in the formal design
9000-3. The Risk Management File is control procedures. The Risk Manage-
approved, issued, and changed in ac-ment Plan should include the following
cordance with a formal configuration items:

managementsystem as describedin 6.2~ Scope of the plan defining the pro-
of ISO 9090-3. A Risk Management  ject or product and the develop-
Summary is developed throughout the  ment life-cycle phases for which  eq analysis, failure modes and effects
development life cycle as part of the  the plan is applicable. analysis, etc.) appropriate to the Devel-
risk management file in accordance _ The development life cycle to be opment Life Cycle are used and docu-
with a risk management plan. The risk - gpplied, including a verification mented in the Risk Management File.
management summary contains the  pjan and a validation plan. The results of the application of the
following items: - Management responsibilities in ac- hazard identification methods are

— Identified hazards and their initiat- cordance with 4.1 of ISO 9001. documented in the Risk Management
Ing causes. — Risk management process. File.
- Estimation of risk. - Requirements for reviews. Eachidentified hazard and its initiat-
— Reference to the safety measures, ing causes is recorded in the Risk Man-
including their required safety in- agement Summary.
tegrity, used to eliminate or control
the risk of the hazard.
— Evaluation of effectiveness of risk A manufacturer must prepare a Risk Management Plan

control.
— Reference to verification.



Risk Management in Programmable Electronic Medical Devices

Risk Estimation: The risk for each The priorities of risk control are
identified hazard must be estimated.inherent safe design, protective meas-
The estimation of the risk must be ures including alarms, and adequate
based upon an estimation of the likli- user information on the residual risk.
hood of each hazard and/or the severityThe requirements to control the risk
of the consequences of each hazard. must be documented in the Risk Man-
The severity level categorization agement Summary directly or as a
method and the liklihood estimation cross-reference. An evaluation of the
method (qualitative or quantitative) effectiveness of the risk controls must
must be recorded in the Risk Manage-be recorded in the Risk Management
ment File. The estimated risk must be Summary.
recorded against each identified hazard
in the Risk Management Summary. Gary Seeger is Vice-President ,
Risk Control: Risk must be controlled Quality Assurance and Regulatory
such that the estimated risk of each Affairs, at Stellartech Research
identified hazard is made acceptable. A Corporation, Sunnyvale, CA.
risk is acceptable if the risk is less than ~ Stellartech Research Corporation
or equal to the maximum tolerable risk designs, develops, and manufactures
and the risk is made as low as reason-electronic and disposable medical
ably practicable. devices under contract to both start-up
Methods of risk control must reduce and mature medical device companies.
the liklihood of the hazard or reduce the
severity of the hazard or both. Risk
control methods are directed at the
cause of the hazard or by introducing
measures which operate when the
cause of the hazard is present, or both.
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Regulatory compliance products
for health care manufacturers

Conversion 2000:

Y2K

Jumpstart Kit

A Cooperative Program from:

United States

Department of Commerce
United States

Department of Agriculture
United States

Small Business Administration

This FREE kit contains every-
thing you need to jumpstart
your Year 2000 project and is
available on an easy-to use
compact disk.

To order a jumpstart kit, obtain
assistance in using the kit and
Y2K compliance research guid-
ance:

« visit http://ly2khelp.nist.gov

The kit can be downloaded
from the website

 e-mail to y2khelp@nist.gov
* Call 800-Y2K-7557
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