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which provides criteria for FDA ac-

ceptance of electronic records, elec-
tronic signatures, and handwritten
signatures. In response to requests from
industry, the regulation allows electronic
records to be treated as equivalent to pa-
per records and handwritten signatures.
By providing faster and more productive
access to documentation and accelerat-
ing the approval process, electronic re-
cords are expected to be more cost
effective for industry and FDA.

The rule applies to FDA-regulated in-
dustry segments that must follow Good
Laboratory Practice (GLP), Good Clini-
cal Practice (GCP), and current Good
Manufacturing Practice (cGMP) require-
ments.

Analytical development and quality
control laboratories that regularly use
computers for instrument control, data
acquisition, data evaluation, data man-
agement, data transfer, and archiving
must comply. Part 11 applies whenever
computer systems are used for regulated
activities, whether they are used as part
of an automated analysis system, as part
of a network, or as stand-alone machines
(for example, for spreadsheet applica-
tions or word processing).

The primary requirements of Part 11
include:

In 1997, FDA issued 21 CFR Part 11,

= use of validated computerized systems

= secure retention of electronic records
allowing instant reconstruction of
analyses

= user-independent, computer-generated,
time-stamped audit trails

= system and data security, data integrity,
and confidentiality through system
access control

= use of secure electronic signatures

= use of digital signatures for open
systems.
This article describes the rule's inter-
pretation and enforcement as of January

2004, but discussions are ongoing. Up-
dates are important and can be found at
FDA's website (www.fda.gov) and at
www.labcompliance.com.

The FDA rule on electronic
signatures and electronic
records was issued in 1997,
but the details of implemen-
tation are still being debated.
The 2003 FDA guidance
redefines the scope of 21
CFR Part 11.

Understanding which
records now fall under the
scope of the rule can help
you begin implementing
your compliance plan.

System Validation

All computer systems used to gener-
ate, maintain, and archive electronic re-
cords must be validated to ensure
accuracy, reliability, consistent inde-
pendent performance, and the ability to
discern invalid or altered records.

System validation is nothing new for
laboratories using computers in a regu-
lated environment. Validating computer
systems has been described thoroughly,
and most companies have developed
strategies for implementation. System
validation applies to both new and exist-
ing systems, and problems can arise with
older systems. These require a formal
evaluation and statement of their valida-
tion status. If an older system cannot be
validated, it should not be used under 21
CFR Part 11. Information on validating
software and computer systems is avail-
able from several sources.””
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Electronic Record Retention

Procedures should be in place to gen-
erate accurate and complete copies of
records in both human readable and elec-
tronic form suitable for inspection, re-
view, and copying by the agency.
Records must be protected to enable their
accurate and ready retrieval throughout
the records retention period.

FDA expects that final results be kept
together with the original data and the
procedures for processing the data
(metadata). The agency wants to be able
to trace final results back to the raw data
using the same tools the user had when
the data were generated. This is probably
one of the most difficult requirements of
Part 11, as some records must be kept for
ten or more years, and computer hard-
ware and software have a much shorter
lifespan.

A second problem lies in deciding ex-
actly which records should be logged and
retained. These decisions can be com-
plex, as in quantitative chromatographic
analyses. Typically in chromatography
data acquisition, preprogrammed meth-
ods perform evaluation and printout
automatically. Occasionally the prepro-
grammed integration method proves in-
appropriate, and analysts must work with
the raw data and adjust parameters to
generate more appropriate measure-
ments of peak integrations. This is a man-
ual iterative process that is frequently
subjective, varying from user to user.
Should only the final results with the final
acceptable parameters and chromato-
gram printouts be archived or should all
intermediate data be archived as well?

A third problem is maintaining the
availability of records throughout the re-
tention period. The challenge lies not
with the durability of storage devices
(such as CD-ROMs) but with the longev-
ity of computer hardware, operating sys-
tems, and application software required
to reconstruct the analysis. One approach
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is to migrate existing data as new systems
are adopted.4

Limited Access

Procedures should be in place to limit
the access to authorized users. Limited
access must be ensured through physical
and logical security mechanisms. Most
companies already have similar proce-
dures in place. Typically, users log onto
a system with a user ID and password.
However, problems have been reported
in analytical laboratories when computer
controlled systems collect data over time
and users are unable to monitor the sys-
tem the entire time. To prevent unauthor-
ized access, a screen saver with password
protection should be activated.

Audit Trails

Procedures should be available to use
secure, computer-generated, time-
stamped audit trails to independently re-
cord the date and time of operator entries
and actions that create, modify, or delete
electronic records. Record changes can-
not obscure previously recorded infor-
mation. Such audit trail documentation
should be retained for a period at least as
long as that required for the subject elec-
tronic records and also should be avail-
able for agency review and copying.

This requirement has been the subject
of many questions and discussions, espe-
cially regarding which details must be
recorded. For example, what should be
recorded when generating a calibration
table? Should each typing error be re-
corded when entering a compound name,
should each line be recorded when the
return key is pressed, or should entries
only be recorded when the session is
closed? Too many confirmation steps
will affect productivity.

Another concern is that, because
everything analysts do can be recon-
structed, their creativity could be nega-
tively influenced, especially in the
development of new processes.

Secure Electronic Signatures

In order to deter record and signature
falsification, written policies holding in-
dividuals accountable and responsible

for actions initiated under their electronic
signatures are necessary. This require-
ment necessitates not only the develop-
ment of new procedures but also
behavioral changes in the use of logon
IDs and passwords. The taboo against
sharing a password with a colleague is
usually much lower than teaching some-
body how to abuse a handwritten signa-
ture, but under Part 11 both have the same
consequence.

Digital Signatures in Open Systems

Persons who use open systems to cre-
ate, modify, maintain, or transmit elec-
tronic records must ensure the
authenticity, integrity, and, if necessary,
the confidentiality of electronic records
from the point of creation to the point of
receipt. Such procedures and controls in-
clude those identified for closed systems,
as appropriate, and additional measures
such as document encryption and digital
signatures.

Implementing digital signatures re-
quires software for document encryption
and may also require hardware and soft-
ware for generating digital signatures.
Typically, computer systems used in ana-
lytical laboratories are closed systems,
which do not need digital signatures.
However, record encryption and digital
signatures are required in open systems,
such as when analytical data generated
by a contract laboratory are transmitted
to the sponsor over the Internet. Technol-
ogy and applications for this purpose
have been described elsewhere.’

New Scope of 21 CFR Part 11

Although Part 11 has been in place for
six years now (and enforced for four
years), there is still confusion in industry
over how to implement it. 21 CFR Part
11, as well as early draft guidance docu-
ments and FDA staff interpretations,
does not distinguish between record
types or criticality. Part 11 compliance
was requested for all records that passed
through any computer, and FDA could
audit any such records at inspections.
Under this very broad interpretation, full
implementation turned out to be very ex-
pensive and, for some applications, im-

practical. In some cases, companies de-
cided against the use of new technology
due to the anticipated additional com-
plexity and cost of implementing Part 11.
However, this contradicts the original in-
tent and spirit of the rule, which was
issued to enable the use of new technol-
ogy while protecting and furthering pub-
lic health.

With the release of a draft guidance on
the scope and a]gplications of Part 11 in
February 2003, FDA initiated a new,
narrower approach. This approach be-
came official with the release of the final
guidance on September 3, 2003 and
FDA's announcement that it would re-ex-
amine Part 11 and initiate a new rule-
making process. The new approach
likely will be in effect for the next few
years.

The new guidance states that Part 11
applies only when the record is required
by a predicate rule and when one or both
of the following conditions apply:

= Electronic records are used instead
of paper.

= Persons make printouts but still rely
on the electronic records to perform
regulated activities.

Figure 1 illustrates the process de-
scribed by FDA's Part 11 experts for de-
ciding where Part 11 applies. Table 1
gives examples of records subject to Part
11.

‘ Figure 1. Deciding where Part 11 applies ‘

‘ Determine predicate rule requirements ‘
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Table 1: Records subject to Part 11

predicate rule maintained in electronic format
in lieu of paper records

Subject to
Record Part 112 Examples
Records required to be maintained by the Yes 1. Original observations

2. Instrument raw data laboratory worksheets

3. Instrument calibration records

4. Metadata to prove that the specified
sampling, testing, and inspection proce-
dures were actually carried out

5. Test results of materials, bulk and finished

the equivalent of handwritten signatures, in-
itials, and other general signings required by
predicate rules

products
Records that are maintained in electronic for- No Test runs (check out) performed on an
mat but that are not required by any predicate analytical instrument after an installation or
rule maintenance activity
Records required to be maintained by the Yes 1. Quantification results from a chromatography
predicate rule and that are maintained in elec- sequence leading to the release of a
tronic format and paper format and are relied production batch
on to perform regulated activities 2. Data related to investigations of suspected
out-of-specification (OOS) results
Records electronically submitted to FDA under Yes 1. Clinical study protocols
the predicate rules 2. New drug application
An electronic record which is not itself submit- No Batch file (script) to collate the submission
ted and is not required to be maintained by a package for a new drug application from the
predicate rule but is used in generating a sub- individual source documents
mission
Electronic signatures that are intended to be Yes Electronic signatures to sign-off data entry

changes for samples, sequence information,
methods, calculations in a chromatography
data system

First, check if the record is required by
a predicate rule (or if the record must be
submitted to FDA). Next, determine if
the record falls under the new, narrower
scope. Is the record maintained in elec-
tronic format in place of paper, or is it
maintained as both electronic and paper
records, but the electronic record is used
to perform regulated activities? Finally,
conduct a risk assessment of the critical-
ity of the Part 11 records and document
the result. Part 11 controls are imple-
mented based on the outcome of this
process.

Which Records Must Be Retained?
There is no question that certain labo-
ratory records must be retained accord-
ing to predicate rules. These include raw
data, instrument control, processing pa-
rameters (metadata), and results. There is
also no question that Part 11 applies
when we use electronic records instead
of paper for these records. Typically,
analyses and evaluation of the results of
the final product is the last check before
the product is released to the market.
Laboratory systems that perform such
analyses are considered high risk be-
cause errors that are not identified at this
stage cannot be recovered. Therefore, all
Part 11 controls discussed in this paper

should be implemented, the most impor-
tant being:

= Access to the system and data should
be limited and controlled.

= The computer should have a built-in
electronic audit trail that records all
changes to records made by operators
(for example, manual reprocessing of
chromatograms).

= Original data (like chromatographic
raw data) should be kept in electronic
form together with metadata and final
results.

= Handwritten signatures and electronic
signatures should be linked to
electronic records.

= Systems must be validated according
to the requirements of predicate
(GxP) rules.

Other systems, like word processors
used to write validation reports, are not
so critical, and not all Part 11 controls
need to be implemented. Validation ef-
forts for such systems should include a
well documented installation, but there is
no need for extensive testing.

The final decision on whether records
fall under the scope of Part 11 and which
controls should be implemented should
be based on a risk assessment and on the

business practices applied in specific
laboratories.

More details of the new scope of Part
11 are available in a previously published
article.”
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Terminology

Electronic records are “any combina-
tion of text, graphics, data, audio, pictorial,
or other information representation in digi-
tal form that is created, modified, main-
tained, archived, retrieved, or distributed
by a computer system.”

Examples of electronic records at analyti-
cal laboratories include:

= methods for instrument control and
data evaluation

calibration tables

= original data as captured by computer
systems

= processed data

analysis reports

chromatograms with baselines
= log books
audit trails.

These are considered electronic records
if they are stored in digital form on a dura-
ble storage device. Data that are automat-
ically calculated, intermediately used, and
stored in random access memory (RAM)
but which are never accessible to the opera-
tor and never reach a durable storage device
are not considered “electronic records” for
the purposes of Part 11. (For example, in-
termediately calculated spectral data from
an HPLC UV/Vis diode-array detector that
are used to form a predefined signal but are
not transferred to the computer are ex-
cluded.)

In a closed system, access is controlled
by those responsible for the content of
electronic records stored on the system.
Practically all systems in analytical labora-
tories are closed systems. With an appro-
priate security system in place, the
laboratory has full control of system ac-
cess.

In an open system, data may be stored on
a server maintained by a third party. Web-
sites without access restrictions are also ex-
amples of open systems.

An electronic signature is “a computer
data compilation of any symbol or series of
symbols executed, adopted, or authorized
by an individual to be the legally binding
equivalent of the individual's handwritten
signature.” Electronic signatures are the
equivalent of handwritten signatures on pa-
per. They may be based on biometric iden-
tification methods like fingerprint
scanning, but a simple combination of a
user ID and password is also sufficient.
Within a company, the user ID must be
unique to a specific person.

A digital signature is “an electronic
signature based upon cryptographic meth-
ods of originator authentication, computed
by using a set of rules and a set of parame-
ters such that the identity of the signer and
the integrity of the data can be verified.”
Electronic signatures are sufficient for
closed systems, but digital signatures are
required for open systems, which require

the additional security of encryption for
user authentication and protection of re-
cord integrity,

Biometrics is “a method of verifying an
individual's identity based on measurement
of the individual's physical feature(s) or
repeatable action(s) where those features
and/or actions are both unique to that indi-
vidual and measurable.” Examples of bio-
metrics include facial recognition, voice
recognition, and fingerprint scanning.
Most require specific hardware and soft-
ware. It is difficult to validate that such
devices work reliably for the specified user
but not for anyone else.

Hybrid systems use a combination of
electronic and paper records, and they are
common in analytical laboratories today.
Raw data are recorded electronically to re-
construct the analysis, but the final results
are printed and signed on paper. FDA does
not prohibit hybrid systems, but it has ex-
pressed some concerns about their accept-
ability.

Metadata are the procedures for proc-
essing raw data, and they are important for
reconstructing final reports from raw data.
For example, in chromatography,
metadata include integration parameters
and calibration tables.

Quoted text is from 21 CFR Part 11.
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